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ABSTRACT

A Frameworkfor Defendingagainst Prefix Hijack Attack (May 2009)
Krishna Chaitanya Tadi, B.E.awaharlaNehruTechnologicalUniversity

Chair of Advisory Committee: Dr. Narasimha Reddy

Border Gateway ProtocoBGP) prefix hijacking is a serious problem in the
Internettoday. Although there are several services being offered to detect a prefix hijack,
there has been little work done to prevarttijack or to continue providing network
service during a prefix hijack attack

This thesis proposes aovel framework to prowle defense against prefix
hijacking which can be offered as a serviceQmntentDistribution Networks and large
Internet Service Providers. Our experiments revealed thatj#ok success rate reduced
from 90.36% t030.53% at Tier 2, 84.65% t@0.98% atTier 3 and82.4%% to 8.3%% at
Tier 4 using Autonomous Systems (AS®f Akamai as Hijack Prevention Service
Provider.We also observed that 70% of the data captured ackiPrevention Service
Provider (HPSPgan be routed back to Victim. However if we wseneling, i.e. trying
to route data to neighbors of Victims which in turn sends the traffic to Victims, we
observed that data can be routed to Vict8m0%6 of the time. Also, the cost of such
redirection is minimal, since the average increase in patjtth was observed to BeD7

AS hops
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CHAPTER |
INTRODUCTION

A prefix hijack involves a hijacker announcing IP prefixes that it does not own
into the global routing system. It is a serious security threat in the Internet today.
Potentially, a prefix hijack can be launched frony gart of the Internet and can target
any prefix belonging to any netwoldecause Border Gateway Protocol (BG)ich is
the major intedomain routing protocol used in Internistcompletely insecure and uses
no authentication mechanisfhere have beeseveral prefix hijack incidents reported
in recent years and they are on the.rideere are several flavoos prefix hijacking such
as exact prefix hijack, sub prefix hijack and interception. In both exact prefix and sub
prefix hijacks, data is blackned / dropped at the hijacker. In an interception based
attack, hijacker routes the data to the victim after eavesdropping on the information.
Such interception based attacks are both difficult to achieve and detackers hijack
IP addresses for theugpose of conducting malicious activities such as spamming and
Denial of Service DoS) without worrying about their identity getting disclosed.
Sometimes the attackers want to disrupt the reachability to legitimate hosts or spoof
them. Such hijacked IP diees were also found to be sold on eBaj [magine typing
www.citibank.comin your browser, which in turn sends/fetches information from the

machinedelonging tahijackerinstead of authentic Citi bamkachines

This thesidollows thestyle ofIEEE Transactions on Dependable and Secure
Computing.



There are several tools currently available to detect a prefix hijack. Such
detection usually involves monitoring changes in the origin Autonomous System set for
a given prefix. However the nesnse to thwart such hijack is mostly through NANOG
mailing lists or contacting the administrators of hijacking Autonomous System.
Considerable time is wasted in such process during which the stability and security of
Internet is severely disrupted.administrators of hijacking Autonomous System fail to
cooperate, such hijacking can continue for long periods of time. We propose a
mechanism which wastes no time in restricting the hijack and ensures reachability to the

authentic prefix owner without any maad intervention.



CHAPTER I
BGP ROUTING
The internet is a vast collection of networks that interact egth other using
the TCP/IP protocol suite. Routing protocols are responsible for determiheng
connectivity in the Internet and for igerating routing tables that direct packets to their
destinations. Thusouting protocolgrovide connectivity between every pair of routers
in the Internet. This poses a huge scalability challenge with the explosive growth of
Internet. The Autonomous Sgen (AS) structure introduces a two level hierarchy that
decomposes the problem of determining Internet connectivity into two gharts [
(i) Intra Domain Routing: Routing within the AS.
(if) Inter Domain Routing: Routing between ASs.
An AS is defined by Wikipedif3] as a collection of connected IP routing prefixes under
the control of one or more network operators that presents a common, clearly defined
routing policy to the Internet. In other wordsS is one network or set of networks
under a single administrag control. An AS might be the set of all computer networks
owned by a company, or a college. Companies or organizations might sometimes own
multiple ASs In such casegach of them is managed independently. A good example is
UUNet, whch owns one AS fordomestic networks (AS 701) and another for
International networks (AS 702).
The AS numbers are allocated by the Internet Assigned Numbers Authority
(IANA) to the Regional Internet Registries (RIRyhich in turn assigis them to the

customers.The low leel routing i.e.Intra domain routing is handled by Interior



Gateway Protocols such Beuting Information Protocol (RIPgndOpen Shortest Path
First (OSPF) At higher level, Exterior Gateway Protocol such as BGP determines AS
connectivity orInter domain routing. Also Classless Inter Domain RoutingIDR)
allows BGP routers to advertise aggregaddresseshat reduce the amount of global

routing information that needs to be exchanggd |

R3 é‘) é"v‘; \ R4 J

e

Figure 1. InteDomain Versus Intr®omainRouting

In Figurel, AS 1 is a national ISP with two routers R1 and R2, AS 2 and AS 3
are regional ISPs with Routers R3 and R4 respectively. The routing between R1 and R2
is governed by Intr@lomain routing policies where as routing between R1/R2 and R3,
R1/R2 and R4 is g@rned byinterdomain routing such as BGP. Usually when BGP is
used between Autonomous Systems, the protocol is referred textasnal BGP
(EBGP) if the service provider is using BGP to exchange routes within an AS it is

referred to as IB8 (Interior BGB.



Figure 2. Typical BGRRouting Table

Figure 2 shows some entries in the BGP routing tabtained from RouteViews
for IP addresses of AS 3794 which belongs to Texas A&M University. The attributes
listed in the Figure 2 are elaborated beldv [
Netwak: This is the destination IP address to which the packet must be delivered.
Next Hop This attribute is the IP address that is used to reach the destination router.
Metric: This is also referred to as Multi Exit discriminator. In FigureR8uter C is
advertising the route 172.16.1.0 with a metric of 10, while Route D is advertising
172.16.1.0 with a metric of 5. The lower value of the metric is preferred, so AS 100 will
select the route to router D for network 172.1624Mn AS 200[4].
Local Preferace This attribute is used to choose a suitable exit point from the AS. In
Figure 4, Router A belonging to AS 100 receives advertisement for network
172.16.1.0/24 and it sets the Local Preference to 50. Similarly Router B belonging to AS
100 receives thadvertisement for 172.16.1.0/24 and it sets the Local Preference to 100.

These values will be exchanged between Routers A and B, because Router B has higher



AS 200

| 1mie1024 |

Router C [}‘f1 [f‘}?q Router D
Advertise Preferred Advertise
172.16.1.0/24 Route 172.16.1.0/24
with MED = 10 with MED =5
S I_ V
&%) &
Router A Router B
Set Local Pref = 50 Set Local Pref =100
AS 100

Figure 3. BGP Metric Attribute[4]
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Figure 4. BGP Local Preference Attribufd]



Locd Preference value, it will be used as an exit point to reach network 172.16.1.0/24
while sending data from AS 100 to AS 200.

Weight This is a Cisco defined proprietary attribute that is local to the router. If the
router learns about more than one rotttea destination, the route with the highest
weight will be preferred.

Path BGP isa path vector routing protocoBGP advertises the sequence of AS
numbers to reach a destination. In Figuréd$S D is the owner of therefix set B say
165.91.0.0/16. AD announces this informatioto its neighboring routers B ar(@.

Now B propagates the information obtained from Dtsoother neighboring routers A
andC by appending itself to the route. Thus C receives the following information [Path
B, D: Destination165.91.0.0/16] from B and fh D Destination 165.91.0.0/16] from

D. Now AS C can either clise the path through B to reach D or directly route
information to D. The decision depends on thesiness relationship between
Autonomous Systems which is discedsn detail later. If we assupfer now, that path
length is the deciding factor, AS C will directly try to route information to D instead of
routing it through B. Now C propagates this information to its neighboring routers B and
A. B would stick to itsoriginal route i.e. directly route traffic to D instead of routing it
through C which leads to longer path lengtlow A receives the following BB updates
from B [Path B, D Destination 165.91.0.0/16] and C [Path D; Destination
165.91.0.0/16]. Sincedbh paths havéhe same length (assuming length here refers to
number of hops), it can arbitrarily choose the path or the astnaitor of AS A can

create rulefattributesto choosehe path appropriately. Howeven thereal world such



routing based orpath length is rarely true. The business refathip between two

connected AS plays a major role in determining what traffic is routed on a link.

A G
B — b
Figure 5. BGP Path Vector Routing

The Business Relationships/Contractual Agreements between the Agtaniom
Systems are usually classified irthe following categoriesy].
Customeii Provider In thisscenarigthe customer AS pays the provider AS for routing
its traffic to the rest of the world. Thus a provider can transit traffic to a customer, but
the customer cannot transit traffic between its providers. This is explained in Figure 6.
P1 and P2 are the provider &8f AS C. Thus P1 can route traffic to C or P2 can route
traffic to C, but P1 cannot route traffic to P2 via C, because C would end ujg jhayin
P1 and P2 for data exchanged between P1 and P2. This is also called the valley free

property of Internet.

m\ /pz

Figure 6. lllustrating Customer Provider Relationship



Peeri Peer In this, there is usually no monetary flow involved. Two peers exchange
traffic between their respective customers. A peer does not act as transit for exchanging
data between two other Peers. In Figur1 is the provider of AS 1, C1 is the customer

of AS 1. AS 1- AS 2 and AS 1 AS 3 are peers. Now if AS 2 wants to senchdatC1,

it can send it through AS 1 since C1 is a customer of AS 1. However AS 1 cannot act as

transit for traffic between ASPP1 and ASZ AS3.

Figure 7. lllustrating PeerPeer Relationship

Sibling: This refers to link between ASs of the same pizgtion.

The properties described above can be summarized as follows. If an Origin AS
can reach a destination AS using a Provider, Peer and a Customer AS, it chooses
Customer AS to route its traffic. If the Origin AS has to decide between a Providar and
Peer, it choosethe Peer AS. In other worgghe order of preference is Customer > Peer
> Provider. A destination AS is on a Customer (Peer, or Provider) route from origin AS,
if the first non sibling edge on the route from Origin AS is a Providéusomer (Peer
T Peer, or Customeir Provider) edge. Also, if an AS receives updates lier $ame

prefix from multiple AS at the same level, say multiple customers, it then decides based



1C

on the path length i.e. it chooses the AS with the least number of Alipsugh the
administrators of AS may chose different policieg][verifies that the above described
no-valley prefercustomer policy is followed in most of the ASs since it makes more
commercial sense.

There is no publicly available information abanter AS relationships. Internet
registries such af\merican Registry for Internet Numbef#®\RIN) only provide
information about who administersn @AS. The authors ofg have proposed an
algorithm which classifies the relationships with 99% accursioyre than 90.5% of AS
pairs in the Internet have custonpeovider relationship, less than 1.5% of AS pairs
have sibling relationshgmand less than 8% of AS pairs have peer relationships.

Traffic Engineering in Autonomous System&n AS with more than one
provider is calleda multihomed AS. Motivated by the need to improve network
resilience and performance, increased number of enterprise and campus networks are
connecting through multiple providers][ These multihomed AS therefore, must
undertake the &k of engineering the traffic flowing in and out of the network through
these multiple links using different int&S traffic engineering approachesSPP (AS
path prepending) is a popular method to achieve such objectives. Prepending here means
an AS paththat has duplicated AS numbers that appear consecutively. The BGP routing
table in Figure 2 shows such paths. Consider the traffic from AS 1 to AS 4 in Figure 8.
AS 1 receives two routes for prefixes in AS 4 i.e. (AS2, AS4) and (AS3, AS4).
Assuming sameokal preference, AS 1 can route data either through AS 2 or through AS

3 since the path length is also same for libdcaseslf AS 4 wishes that traffic from
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ASlgothrough he | ink AS 2 TAS 4, it can Asse ASPP
4,AS 4) to AS 1. Now AS 1 receives two routes with AS path (AB24) and (AS 3,

AS 4,AS 4). Therefore, the router in AS1 would choose the first route.

AS1
B e
AS 2 AS 3
N
AS4

Figure 8. Path Prepending Kiation

There are several other approach@s [9] apart from AS path prepending to
perform traffic engineering. These techniques are mainly used for Load Balancing, Cost
Minimization, Performance Optimization, and Backup Routds $ometimes these
appoaches are also used for detecting and preventing prefix hijacks.

AS Hierarchy ASs with large customer cones have an important role in the Internet
structure. At the top of the hierarchy are ISPs known asITI&Ps. A Tierl AS is an

AS with no provides and Peeswith all Tier-1 ASs [10]. Hence they are at the top of the
Internet routing hierarchy. Table shows networks that are believed to be Tier 1 by
Wikipedia [11] and CAIDA [12]. Because of no formal definition or body that
determines Tiefl ASs,the term is often misused for marketing purposes. The list of ASs

in Table 1 is an approximate estimate and cannot be guaranteed to be 100% accurate.

Tier 2 networks are Aregional aggregator so,
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they cannot safy them directly, they pass it on to Tier 1 sites. In other words, Tier 2
acts as transit between Tier 3 and Tier 1. Most of the ISPs are located in Tier 3. An AS
connected to only provider ASs calleda stub. Stub ASs are located at the bottom of
the AS hierarchyMore details about the BGP protocol/standards can be found in RFC

4271 1.3

Table 1. Tier 1 Networks

AS Information
AS Number ISP Name Country
AS 1239 Sprint us
AS 701 UUNET Technologies us
AS 7018 AT&T usS
AS 3356 Level 3 usS
AS 209 QWEST us
AS 174 Cogent Communication us
AS 3549 Global Crossing us
AS 3561 Savvis us
AS 2914 NTT Communication JP

Content Distribution Networks (CDN) We used the largest CDN, Akamai for the

purpose of analyzing our proposed prefix hijack preeenscheme. CDNs such as
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Akamai (ttp://www.akamai.comattempt to improve web performance by delivering
content to end users from multiple, geographically dispersed servers located at the edge
of the network [14]. Most CDNs have their ASs in points of @nes of major ISPs so

that requests can be forwarded to topologically proximate replicas. Thus they serve as

excellent points to implement our prefix hijack prevention framework.
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CHAPTERIII
PREFIX HIJACKING

We already know that an AS anmzes IP prefixes belonging to its customers. A
prefix hijack occurs when an AS announces prefixes that it does not own. From here on
we will refer to such AS as Hijacker and the AS to which the prefix originally belongs to
will be referred to as victim. In Figure 9[6], assume AS 6 wrongly announces the
prefix that belongs to AS 1. AS 5 previously routed through AS 3 to reach AS 1. On
receiving a customer route through AS 6, it prefers the customer route over the Peer
route and hence believes the fateate. Thusin this example of prefix hijack, AS 6

announces prefix that it does not own and deceives AS 5.

Provider— Customer AS4
Pl | N
7 | \\
Peer ———— Peer o | N
7 ~
7 |
|
Booly-—— -~ fy e Ao
- | e
N | Prad
\\\ I it
As3 [
AS1 AS 6

Figure 9 lllustrating Prefix Hijack

Currently there is no authentication mechanism in BGP. Any AS can claim to be
the owner of any prefix irthe Internet. Taking advantage of this weakness is the

fundamental mechanism for constructing prefix hijack attacks [15]. The Internet Routing
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Registries such as ARIN maintain databases of prefix ownership, however, the contents
are not maintained up to @aand hencare not reliableThe attacks where the hijacker
announces the same prefix as thataofictim is referred asan exact prefix hijack.
Another type of hijack called sub prefix hijack involves an AS announcing a more
specific prefix. Say the ragker announces a /24 prefix, when the true origin announces
a /16 prefix. In this caseBGP will treat them as different prefixes and will maintain
separate entries for them in the routing tables. Due to the longest prefix matching rule,
data destined tprefixes in the /24 range will be routedttee Hijacker AS. One might
argue that since both Victim AS and Hijacker AS are claiming ttheewners of the
same prefix, we can find multiple entries wikie same prefix but different origins (once
with Victim as the origin, another one with hijacker as the origin) in the routirig. tab
Can such multiple origin AS(MOAS) be used assignature to detect prefix hijacking?
The answer is unfortunately NO. The authors of [16], [17] show MOAS prefix can be
legitimately announced by multiple origin ASs. Also, hijacker AS can cleverly avoid
MOAS anomaly by announcing an AS wisim invalid next hop. Assume AS X is the
victim which advertises to sender AS S.
Now in aninvalid next hop attack, hijacker AS Y sends advertisement such that AS S
wi || see the path as ,tha@igirswill reénain theSameie. AS
AS X, making it difficult to detect. Howevgbecause of the increased path length, such
attacks usally have low impact.

Based on how the hijacker treats the hijacked traffic, prefix hijacks can be

classified into following categories:

Th

X]
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(i) Blackholing: The attacker simply drops the attracted packets, i.e. packets
destined to victim address prefix.
(ii) Interception: The attacker forwards the hijacked traffic to the Victim after
eavesdropping on the information in the packets.
Usually Interception is hard to detect and can last a long period of time before being
detected. The consequences of Blackholing caor@e phishing, spam emails [18]
and DDos attack. Interception on the other hand is much more dangerous and at the

same time hard to achieve.

Hijack Analysis Herewe discuss all the scenarios occurring in a prefix hijack. The rules
obtained here are theasisfor the simulation experiments we did to test our hijack
prevention framework.

Scenario 1: Existing route is a Customer route, invalid route from the hijacker is a
Customer Route. Since both Hijacker and Victim are on the Customer Path, path length
is the deciding factor. If the path to hijacker is shorter, hijack succeedgever if the

path tothe Victim is shortey hijack fails. If both havehe same path length, the routing
policy attributes such as weight and Local Preferedeeide the routdn our simulation
analysis, the decision is made randomly.

Scenario 2: Existing route is a Customer route, invalid route from the hijacker is a Peer
route. Since ASs give higher preference to advertisements from Customer routes

compared to Peer routdle hijack fails.
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Scenario 3: Existing route is a Customer route, invalid route from the hijacker is a
Provider route. Since ASs give higher preference to advertisements from Customer
routes compared to Provider routt® hijack fails.

Scenario 4: Existig route is a Peer route, invalid route from the hijacker is a Customer
route. Since ASs give higher preference to Customer routes compared to Peeth®utes,
hijack succeeds.

Scenario 5: Existing route is a Peer route, invalid route from the hijackisois &eer
route. Since botlthe Hijacker andthe Victim are on the same Peer path, path length is
the deciding factor. If the path tbe hijacker is shorter, hijack succee#mwever if the

path tothe Victim is shorter the hijack fails. If both havehe same path length, the
routing policy attribute such as weight and Local Preferedeeide the route. In our
simulation analysis, the decision is again made randomly.

Scenario 6: Existing route is a Peer route, invalid route from the hijacker is @dtrovi
route. Since ASs give higher preference to Peer routes compared to Providertieutes,
hijack fails.

Scenario 7: Existing route is a Provider route, invalid route from the hijacker is a
Customer route. Since ASs give higher preference to Customersroompared to
Provider routeshehijack succeeds.

Scenario 8: Existing route is a Provider route, invalid route from the hijacker is a Peer
route. Since ASs give higher preference to Peer routes compared to Providerteutes,

hijack succeeds.
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Scenario9: Existing route is a Provider route, invalid route from the hijacker is also a
Provider route. Since both Hijacker and Victim are on the same Provider path, path
length is the deciding factor. If the pathttee hijacker is shorterthe hijack succeeds
However if the path tathe Victim is shorter thehijack fails. If both havéhe same path
length, the routing policy attribugesuch as weight and Local Preferemezide the
route. In our simulation analysis, the decision is again made randomly.

Table 2 summarizes all the scenarios foefix hijack analysis. In this table we

assume the path lengthttee Victim,i.e,e x i sti ng path I ength is

Interception Analysisin order to intercept traffic, the hijacking AS should reroute the
capturedtraffic to the Victim. It can do so by forwarding the traffic along its existing
valid route tothe Victim. None of the ASs in this route should choose the invalid
advertisement sent by the hijacker. If they do, traffic loops batketblijacker before
reachingthe victim. The authors of [10] have done a detailed analysis of Interception
techniques basedhahe nevalley, prefercustomer policies discussed earlier. Since our
framework concentrates on hijacki reg,A we
summary of interception analysis from [10] states that an AS trying to intercept traffic to
Victim prefix p can advertise the invalid route to all its neighbors unless its existing
route for p to Victim AS is through a provider, in which ¢abe nvalid route should
not be advertised to other providers of the AS.

The authors of§] perform analysis on Resilience and Impact of Autonomous
Systems irprefix hijacking. Resilience is defined as the defensive power of a node in

hijack, where as Impact rasures the attacking power of an AS. It was observed that

al
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Resilience and Impact are directly proportional i.e. a node with high resilience during

hijack can also cause major impact during an attack. Figure 10 indicates the

Resilience/Impact of nodes in téifent Tiers.

Table 2. Prefix Hijack Analysis

Invalid Route Customer Peer Provider
Existing Length
Route
<n Hijack Fails Hijack Fails Hijack Fails
Customer =n Random Hijack Fails Hijack Fails
>n Hijack Succeeds Hijack Fails Hijack Fails
<n Hijack Succeeds Hijack Fails Hijack Fails
Peer =n Hijack Succeeds Random Hijack Fails
>n Hijack Succeeds | Hijack Succeedy Hijack Fails
<n Hijack Succeeds | Hijack Succeedg Hijack Fails
Provider =n Hijack Succeeds | Hijack Succeeds Random
>n Hijack Suceeds | Hijack Succeeds Hijack
Succeeds

Historically, it was believed that Tier 1 nodes are the most resilient nodes, but

now it came to light that it is the well connected Tier 2 nodes with highest
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impact/resilience. Akamai with its heavy presence in Rier or maj or | SPOs

AT&T with large AS presence in Tierr&etworkscan cause high impact the case ofa

hijack. This is one of the majoeasongo choose Akamai and AT&T for analyzing our

framework.
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Figure 10 Resilience/Impact dflodes inDiff erent Tiers §]

Our prefix hijack threat model assumes the following:
() An attackercan hijack TCP connection between peers.
(i) An attackercan modify updates, delay or delete them.
(i) An attacker can get access/control to a BGP router and generate false

advertsements of prefixes that it does not own or generate non authentic

updates.



21

CHAPTERIV
PREFIX HIJACK INCIDENTS CASE STUDY

There have been several incidents pifefix hijacking due to router
misconfiguration. RIPE 19| reports an incident involving prefixijacking of YouTube
on 24 February 2008. AS 36561 (Authentic AS) announces prefix 208.65.152.0/22
belonging to YouTube. Pakistan Telecom (AS 17557) which was trying to block
YouTube in its own country claimed as the owner of 208.65.153.0/24. Since PT
annainced a more specific prefix, due to thayWBGP is organized, majority of the AS
chose PT instead of original YouTube AS to route data. Most of the customers of
YouTube started receiving AServer not founct
announing 2 prefixes: 208.65.152.0/22, 208.65.153.0f@fhger prefix) This lead to
decrease in impact and YouTube started receiving some traffic. After sometime,
YouTube started announcing more specific prefixes 208.65.153.128/25, 208.65.153.0/25
as well whid further decreased the hijack impact. By this {if€ realized its mistake
and used AS prepending to further reduce the hijack impact, and after sometime it
withdrew its false announcement. The key points to take from this incident are:
Announcing the hacked route only mitigates the problem but does not solve it. There is
some delay before YouTube could realprefix hijacking on its domain. Our proposed
model on the other hand reacts quickly and announces the same prefix from multiple
ASs distributedaround the worldeducing the hijack impact to minimalt also raises
an important qu&ion, in case of hijacgkc a n 6 announee a more specific prefix and

reclaim traffic? The answer is NO. Most ISPs block prefixes longer than /24 because it
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leads toexplosive growthn the routing tables. Figure iddicates the scenarios before
and aftetthehijack of YouTube prefix.

On 25 April 1997, a misconfigured router maintained by a small service provider
in Virginia injected incorrect routing information intbe global Internet and claimed
have optimal connectivity to all Internet destinations. Because such stateveeatsot
validated in any way, they were widely accepted. As a result, most Inteafiet was
routed to this small ISP. The traffic ovdreimed the misconfiguretbuter and other
intermediate routers, and effectively crippled the Internet for almoshduis[20].

Malicious prefix deaggregation can allow adversaries to take over a prefix by
advertising a more specific prefix bloclAn exanple occurred in 1997 when
misconfigured routers in the Florida Internet Exchange (AS7007) deaggregated every
prefix in their routing table and started advertising the first /24 block of each of these
prefixes as their own. A /24 block is the smallest igrgfenerally allowed to be
advertised by BGP, and because of its specificity, routers trying to reach those addresses
would choose the small /24 blocks first. This caused backbehgorks throughout
North America and Europe to crash, as AS 7007 was owedmed by a crush of traffic
and the routes it advertised started flapp@@.[This was not a malicious attack, but a
error made by the network operator

The authors of ] report more such incidents. On Jan 22, 2086-27506
belonging to RCN New York @nmunications announced a number of prefixes that did
not belong to it. AlImost 40 prefixes belonging to 22 unique ASs were hijacked. In

another incidentAS 9121 falsely announced routes to over 100,000 prefixes on
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December 24, 2004. AS 174 (Cogent) higala prefix (64.233.161.0/24) belonging to
AS 15169 (Google) on May 07, 2005. All prefix hijack events are frequently reported in

the NANOG PR1] mailing list.

YouTube / /
BEFORE HIJACK

Telecom

Figure 11 YouTube Hjack Incident [20]
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CHAPTERV
RELATED WORKON PREFIX HIJACK DETECTIONAND PREVENTION

The authors of32] propose a Prefix Hijack Alert System (PHAS). All the prefix
owners who are interested in using their service register with the PHAS server and
provide contact email addresses. PHAS uses BGP monitor data from E3Pand
Route Views 24] to maintain current origin set for each registered prefix. A change in
this origin set triggers an origin event, which in turn translates to a notification message
to theprefix owner. To control origin events for prefixes with frequengin changes, a
time-window based mechanism is used. This adaptive wingased scheme is central
to ensure thathe system scales from the perspective of origin set monitoring and limits
the number of false positives. In additiotmere is a local ndication filter that
administrators can fine tune according to the properties of their AS to further reduce
false positives.In fact, RIPE operates an online service MyA&®p which notifies the
network operators when their prefix is announced with aarnect AS pathlt is based
on similar principles as that of PHAS.

The authors of 6] propose a protocol enhancement which enables BGP to
detect bogus route announcements from false origins. They propose to create a list of
multiple ASs who are entitletd originate a particular IP address prefix, and then attach
this list to the route announcements by all the originating ASs of this prefix. The BGP
community attribute 27] provides a simple wagf attaching the MOAS list to a route
announcement. The conunity is aBGP attribute of variable length. It can be used to

convey additional information to the global routing system for a group of prefixes that
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share some common propertiB&P routers that receive the route announcements from
multiple origins carverify that the MOAS is intentional and valid. If another AS makes

a faulty route announcement of a prepx BGP routers which have received the right
route tothis prefix p can easily detect the fault sincefthndtyr out ed6s or i gi n
b e BMOAB bist.In Figure 12 prefix p is multihomed and is originated by AS 1 and
AS 2. A MOAS list is attached to the routing enhancements indicating that both AS 1
and AS 2 can serve as origin &fr this prefix. Hijacker AS 4 also originates a route to
prefix p, but AS 4 does not appear in the MOAS list announced by AS 1 and AS 2
indicating ongoing prefix hijack. This scheme will only help to detect hijack but does not
give information about who the hijacker is. In the above example, it can be either AS 4
or AS1, AS2. Also schemes that require BGP protocol changes at massive levels have
failed when it comes to practical implementatidhOAS list also adds to thever

increasingoverallsize of the routing table and route announcements.

AS4

/9{1,2,4}

AS 3

éji;fi////,v
AS1
P{1,2}

AS 2

Figure 12 MOAS List Enhancement to BGProtocol

AS
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The authors of [15] present a detection scheme based on the following
observations. When a prefix is not hijacked:
(i) The hop count of the path from a source to prefix is generally stable.
(i) The path from a source to this prefsxalmost always a super path of {heth
from the same source to a reference point along the previous path, as long as the

reference point is topologically close to the prefix.

By carefully selecting multiple vantage points and monitoring from thesespoin
for any departure from the above listed observations, one can abtgak.

Cryptographic based solutionsB&P [28], SOBGP [29] requiring public key
infrastructures for the entire IP address space and AS number space to certify if an AS
has the admority to advertise a prefix have been proposed. Such solutions although
necessary are hard to be implemented and require universal adoption.

The authors of [30] propose a prefix hijack mitigation system. They preselect
several ASs and call them lifesav&Ss. In case o4 hijack, a detection system notifies
these lifesaver ASs with information about the hijacker AS, Victim AS and the victim
prefix. All the lifesaver ASs attempd purge bogus routes originating from hijacker and
promote victim routes bgeducing path length in AS_SET.

The authors of [31] propose a detection system based on prefixG@wirax of
reachability. The system is based on the fact that during prefix higagle percentages
of ASs in the Internet are polluted, and henoebes guch asping) initiated from
victim& network are expected to withess unreachability to large number of ASs. In other

words unreachability to large numbef ASs is usedsasignature of prefix hijack.
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From the current literatuyeve came to a ewlusion that there have been several
methods proposed to detect prefix hijaolt very few proposed to prevent a hijack. The
ones proposed to prevent hijack are very complex and require global adoption of several
BGP protocol ¢ h a n gteappealto3SPs lhecasse of somplexityandd o n 6
overhead. Our proposed framework on the other hand requires no changes at all and can
be offered as a paid service making it commerciaflyattractive and implementable

solution.
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CHAPTERVI
PROPOSPE FRAMEWORK AND RESULTS
MODEL
The goal of our proposed framework is to provide safety against prefix hijack as
a service from CDNs such as Akamai or major ISPs such as AT&T with significant
presence of ASs in Tier@dare well connected:he summary obur goals include:
1 Provide Hijack Prevention as a commercial service.
1 No infrastructure upgrade required.
1 Mitigate an ongoing hijack.
1 Not effecting the routing of prefixes in other ASs.
Figure 13shows an idealistic view of high level Internet topologyighores

multihoming and cross connections between customer cones.

@ Hijack Prevention Service Provider
¢ Victim AS 2
W Hijack

Tier 1 ASs

Customer Cones

Figure 13 High Level View of Internet Topology
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In Figure 13 AS 1,2 and 3 are Tier 1 ASs and the cones represent their
respective customer base. We call the ASs used to implement prgantion service
as HPSP (Hijack Prevention Service Provider) ASs. These are marked as circles.
Diamondrepresents the Victim AS ar8huarerepresents the hijacker AS. In the above
scenario, hijacker AS announces a prefix owned by victim AS. HPSPtgetput from
any of the several Hijack detection schemes discussed in the previous chapter. Once the
HPSP knows the prefix being hijacked, it advertises the same prefix, in other words
HPSP claims to be the owner tife hijacked prefix. Since ASs give pesence to
advertisements from customers, all Tier 1 ASs i.e. AZ,land 3 believe in HPSP
because HPSPs are usually concentrated in Tier 2 and are direct customers of multiple
Tier 1 ASs. Now, if any sender in the customer cone of AS 1 or AS 3 treemntbthe
data to hijacked prefix, it ends up either in the victim or in the HPSP which in turn routes
it back to the victim. Thus the impact of hijacker is throttled. In this idealistic scenario,
as long as the hijacker and the sender are in differenbroestconesand HPSP has
presence near all Tier 1 networkise data will always be sent to Victim or HPSP. We
assumed that there are 9 Tier 1 ASs in chapteFhere are around 60,000 ASs.
Assuminga uniform distribution, each cone has 6666 ASs.
A sender ad hijacker can be chosen#f°®°)C, ways i.e.1799610021
Scenarios where the hijacker and sender belong to the same customer coti&e:)o%(
=199930005
Thus the probability of Hijack success 29093000%( 1799610021 = 11.1%.

However in realitythe scenario is different. There will be cross cone links, distances of
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hijacker and sender from Tier 1 and the routing policies of ASs all play an important
role.

In all our experimentave assume there is a strong hijack detection scheme that
feeds hijak related data to HPSP in real time. Going forwavd try to answer two
important questions:

(i) In case of a hijack, what is the traffic distribution to the Hijacker (ASs that
modify their route by believing the hijacker) and to the Victim (ASs that comtinu
to route to the Victim) without HPSP service? Also, what is the traffic
distribution to the Hijacker, the Victim and the HPSP AS with active HPSP

service?

(i) How many times can we route the data from the HPSP to the victim?

SIMULATION SETUP

For answeringhe first question, we used the BGP Routing InfdromaBase
(RIB) data from Route Views2f]. Route Views currently collects BGP routing table
data from 30 Peers around the wokle can peek into AS level connectivity from these
30 peers mostly distribetl in Tier 1 and Tier 2. The raw data obtained has several
duplicates, incomplete paths that need toclemned The StraightenRV [32] script
available from CAIDA does this. tightenRV massages a RoW@ews table for
further processing. In additiont produces a number of files containisigtistics, and a
full' version of the RV table. The full RV table istandard, eastp-parse version of the
RV table.The .as file contains the following counts £ach AS: origin, transipeerand

degree. Thergin count of an AS is the number of times the AS appigatise origin
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(last) position of AS paths. The peer count of an AS isnim@ber of times the AS
appears in the peer (first) position of AS pdthrgger than one The transit count of an
AS is thenumber oftimes an AS appears in a transit (any but first or last) position of AS
paths.Once we obtain this datae need to derive relationships between the ASs. For
t hi s we u sSgheuridticcalgdsithro. dt $s bgdsed on the vallege propertyof
the Interret. Valleyfreeproperty states that

(i) A providerto-customer edge can be followed by only prowttecustomer

(i) A peerto-peer edge can be followed by only proviiecustomer edges.

The heuristic algorithm goes through the AS path of eaating table entry. It
finds the highest degree AS and lets the AS be the top provider of the AS path. Here
degree refers tthe number of neighboring ASs. Knowing the top providee can infer
that consecutive AS pairs before the top provider are Custdéond’rovider, and
consecutive AS pairs after the top provider are Provider to Customer edges. If two pairs
of nodes have been classified as both Custénfeovider and Providdr Customer, we
convert their relationship to siblings. We ignore siblingsnmst of our analysis since
they constitute approximately 1% of the total links. Now, we need to identify peering
relationships. If an AS pair appears consecutively in the AS path and neither of the AS
pair is the top provider of the AS path, then the g hasa transit relationship and
cannot be peers. An AS path has at most one consecutive AS pair that has a peering
relationship. That is, a top provider can have a peering relationship with at most one of
its neighbors in the AS path. Also, AS painsitt peer have comparable degree. All the

facts stated above are used to identify peer relationships.
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RESULTS

We first built the basic AS topology and identified the business relationships
between each neighboring AS pairs. Since the hijack successaiases as we move
to the top of the AS hierarchy, we analyzed the distribution of ASs at various levels.
Figure 14ill ustrates the distribution of ASwith respect to average distance from a Tier
1 AS.We measured the path length of A8 to all well know Tier 1 ASs, averaged it
and rounded it off to the nearest integer. Although this may not be the exact
classification to distribute ASinto Tiers we chose this approach since there are no
formal rules for classification of ASinto Tiers. From here on,jéf X AS refers to an
AS whose average patangth is X1 from all Tier 1 AS. The AS distribution dat
indicated that most of the ASare located at Tier 3 (41.08%), 4 (&B%) and 5

(13.81%). Thus ASfrom these tiers aoant for 91.11% of the total AS
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Figure 14 AS Distribution atDifferent Tiers
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To measure hijack success rates, we used Route View monitors as information
sources i.e. sendefBhe hijackers and victims were randomly chosen. Initially chose
a hijacker at Tier 2. One of the Routée¥W monitos acted as the Sender. Victim was
chosen at different tiers. We repeated the experiment now with different senders in the
Route View set. The entire process is repeated again for different hijackers in the Tier 2
and the datare averaged. If thre were X experiments in total and if it was observed
that Y (Y<= X) times the data was routed to the hijacker, then the hijack success rate is
defined as:

Hijack Success rate at Tier 2 = (Y/X)*100.
Now this hijack success rate is mea&sluat different Ters. Figure 19jives the pseudo
code of the algorithm described.

Figure 16 shows the Hijack Success Rate at different Tiers without any Hijack
Prevention Service Provider (HPSP). We observe that hijack is successful 90.36% of the
time if launched from a facker in Tier 2, 84.65% if launched from a hijacker in Tier 3,
82.45% of the time if launched from a hijacker in Tier 4, 79.85% of the time if launched
from a hijacker in Tier 5. Thus we conclude that the impact of hijack is severe without
any hijack preention/mitigation mechanism.

Now, we repeat the experiment with a HPSP. The pseudo code in Figure 15 still
applies, but now in Step 20, we carry out hijack analysis with H (Hijacker), V (Victim),
RV (Route View monitor/Sender) and HPSPs (Hijack Preverervice Providers).

Also in Step 22, hijack succeeded if Victim gets the data, but now hijack succeeds if
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either victim or HPSP gets the data. The routing of data from HPSP to victim is analyzed

later.
1. X=2, Total_Experiments = 0, Hijack_Success = 0, 1@cul0.
2. Choose a Unique Random Hijacker H in Tier X.
3. Count-
4. If Count=0
5. Count =10
6. X=X+1
7. IfX>5
8. Print Total _Experiments, Hijack_Success
9. End Program
10. Endif
11. Goto Step 2
12.EndIf

13.If all RV monitors lave been selected as Senders
14, Goto Step 2

15.Else

16. Select a Route View monitor RV.

17.EndIf

18.ForY=2t05

19. Choose a Victim Vin Tier Y.

20.  Carry out hijack analysis with H, RV and V.
21. Total _Experiments++

22.  If Hijack Succeeds

23. Hijack_Success++
24.  EndIf
25.EndFor

Figure 15 PseuddCode toMeasureHijack SuccesdRate
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Figure 16 Hijack Success Rate without HPSP

Ideally HPSP ASs should be located in Tier 2, with strong connectivity to Tier 1
and Peer Tier & Aka®a and largeNSPs such ascAT&T fall into this
category. Akamai has around 22 ASs distributed mainly in Zj€Fier 3 and Tier 4.
Figure 17indicates the results of Hijack success rates with Akamai as HPSP. We
observe the hijack is successful 3 of the time if carried from a Tier 2 hijacker,
10.98% of the time if launched from a Tier 3 hijacker, 8.39% of the time if launched
from a Tier 4 hijacker, and 2.66% of the time if launched from a Tier 5 hijacker. In
conclusion, we can say that the biasuccess rates reducsiynificantly by using
HPSPs. Figurd8indicates the results of Hijack success rates with AT&T a$ith8P
The results are similar to that observed with Akamai. We observe the hijack is successful

33.96% of the time if carrieddm a Tier 2 hijacker, 6.69% of the time if launched from
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a Tier 3 hijacker, 10.68% of the time if launched from a Tier 4 hijacker, and 9.5% of the

time if launched from a Tier 5 hijacker.
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Figure 17 Hijack Success Rate with AKAMAI as HPSP
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Figure 18 Hijack Success Rate with AT&T as HPSP
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In Figure19, we compare all the hijack experiments. We can conclude clearly
that using HPSP reduces the hijack success rate drastically. Also Fegirews results
with both Akamai and AT&T acting as HPSPs. Forlsacscenariowe observe the
hijack is successful 24.3% of the time if carried from a Tier 2 hijacker, 5.62% of the
time if launched from a Tier 3 hijacker, 2.96% of the time if launched from a Tier 4
hijacker, and 2.2% of the time if launched from a Hemijacker.Assuming a hijacker
can originate with equal probability from any AS, we take the distribution of ASs in Tier
2, 3,4 and 5 into account and combine with the hijack success results and calculate

Weighted Hijack Success Rate

5
WHSR= g (Hijack Success Rate in Tier&verage AS distribution in Tier)

Tier=2
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Figure19. Comparing Al the Hijack Experiments
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Figure 20 gives the WHSR figures for all the expentse WHSR drops from
71% to 8.8% by using an HPS&hd from 8.8% to 4% using multiple HPSPs

We studiedif there exists any correlation between the geographic locations of
HPSP ASs to the geographic locations of data originators/source to guide theeplacem
of Hijack Prevention Service Provider ASg¥/e choose Akamai as HPSP for this
experiment. The results are illustratedlable 3. RV refers to Routdiew node or data
originator, A refers to AKAMAI node i.e. HPSP. ASi refers to Asia, EU refers to Europe
and US refers to United States. A value of 36 for (RV(US), A(US)) indicates that in 36
hijack events the data from a RoM®w AS node in US ended up at AKAMAI AS in
US. From the data we found that geographic location does notalsik@ng impact on

thetraffic that it attracts. For example most of the data originated at US, ASi ended up at
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EU AKAMAI node. We attribute this result to Akamai AS node 20940 located in

Germany which is well connected with Peer ASs located in US and ASi.

Table 3. Correlatingseographic Locations of HPSP ASs withat of Data

Originators/Source

Data Originator, Destination AS Hijack Events
RV(US), A(US) 36
RV(EU), A(EV) 43
RV(ASi), A(ASI) 0
RV(US), A(EU) 40
RV(US), A(ASI) 0
RV(EU), A(US) 11
RV(EU), A(ASI) 0
RV(ASi), A(US) 5
RV(AS), A(EU) 32

To prove that well connected ASs at Tier 2 do a good job as hijack defender, we
did two experiments with ATT ASs. In the first experiment we chose only 6 ATT ASs
that have strong peer network at Tier 2 and that are directhected with multiple Tier
1 ASs. The hijack success rates were observed to be 36.77%, 10.34%, 7.4% at Tier 2,

Tier 3 and Tier 4 respectively. We repeated the experimentalithe 122 ATT ASs
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providing the servicewhich included the 6 ATT ASs in the dir experiment. The
success rates were observed to be 33.96%, 6.69% and 10.68% respectively at Tier 2,
Tier 3 and Tier 4 respectively. The results are compared in figuifehiswe dondt see
much difference in hijack success raggen though we increasélie A providing the
service from 6 to 122. rbm this we can deduce that, &8hat areeustomers of multiple
Tier 1 ASs and have a strong peer network at Tier 2 are the ideal choice for providing
the proposed hijack defense service.

We also did an angdis on which Akamai ASs i.e. HPSPs captured the hijacked
data and results are illustrated in FiguPe( axis indicates hijack simulain events, Y
axis indicates AS. A long horizontal bar indicates that AS was able to capture data from
several hijack isnulation esents). Although all the 22 Akamai ASare anouncing the
prefix, only 4 AS (12222 in USA, 20940 in Germany, 34164 in London, 21342 in Asia)
are successful in capturing the data most of the firthis. can cause a problem because,
if a singleHPSP AS is overwhelmed with traffic, it might lead to congestion near this
AS. To prevent thiswe experimented by imeasing the path lengths for 832222 and
20940 which capture most of the traffic using Route Aggregation which can be
implemented withouény changes to the BGP protocol. Tlnewever leads to increase
in hijack succes ratewhich is illustrated with an example in Figar23 and 2. Figure
23 indicates a network topology where A refers to HPSP node, RV is the route view
node which origintes traffic, H is the hijacker node trying to capture traffic. T is a
transit node. A is on a customer path for RV node, and so do H and T. H is also on a

customer path for T. During Route aggregation, node A tries to append itself to the path
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before sendtig the BGP update to RV node. If A appends itself 3 times, A appears to be
3 hops away for RV node as shown in Figufe Phus RV would send the traffic to

Hijacker instead of AKAMAL
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Figure 2. Comparing FBR between 6 (Well connected) ATT ASs and 122 ASs

We experimented with several combinations and finally found that increasing the
path length for AS 12222 by 1 and that of AS 20940 by 2 yields best traffic distribution
with minimal increase in hijack success rate. The traffic distribution resfdis Route
Aggregation are shown in Figuré.2Zl'he effect of Route aggregation on Hijack Success

Rate is indicated in Figure 25. As expected the Hijack Success Rate (HSR) rates go up.
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Figure 5. Effect on HSR due to Routgggregation foBetterTraffic Distribution

Figure &. Traffic Distribution after Route Aggregation
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